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TERMS OF REFERENCE 

 

Kosovo Deposit Insurance Fund:  

Modernization and Implementation of the Depositor 

Compensation System (DCS) 
 

 

1. BACKGROUND  
 

The TC project is in support of the Bank’s standby credit line to the Deposit Insurance Fund 

of Kosovo (“DIFK” or the “Fund”) of up to EUR 10 million that will enable the Fund to 

drawdown funds from the line of credit under certain pre-agreed conditions for the purpose of 

making funds available to cover insured deposits in line with Kosovo law. This operation will 

facilitate DIFK’s ability to raise deposit insurance coverage in Kosovo in stages to EUR 

5,000 per depositor per bank over the next four years. 

 

The aim of the TC project is to contribute to the capacity building of DIFK by improving the 

operational infrastructure thereby increasing the effectiveness and efficiency of the institution 

and thus contributing to increasing confidence in the financial sector of Kosovo. An effective 

deposit insurance system will contribute to the stability of the financial sector and help 

protect small savers from losing their savings due to failure of the insured financial 

institutions and therefore attain greater asset security and lower risks.  

 

The project results from a specific request from the DIFK for support in the design, 

development and implementation of modern and efficient Depositor Compensation System.    

It has established the operational and technical framework for the business processes related 

to the compensation process of insured deposits but its data collection and payout systems 

and procedures require strengthening and further analysis.  The proposed TC project is 

designed to streamline the working procedures for the depositor compensation system within 

DIFK and its implementing partners, Payout Agent Bank and Call center. The newly 

modernized compensation system will enable DFIK to conduct a simulation of compensation 

cases together with the member banks in good time to ensure readiness in case of bank 

failure.  

 

The Deposit Insurance Fund of Kosovo (DIFK or the client) is a public independent 

institution established as per the Law No. 03/L-216 on the Establishment of a Deposit 

Insurance System for Financial Institutions in Kosovo (LDI) and Law No. 04/L-133 on 

Amending and Supplementing the Law No. 03/L-216 on the Establishment of a Deposit 

Insurance System for Financial Institutions in Kosovo (Amended LDI). Its objective is to 

protect small depositors from loss in case of license revocation and closure of a bank, as well 

as to support the Central Bank of the Republic of Kosovo in meeting its objective to foster 

the soundness, solvency and efficient functioning of a stable, market-based financial system. 

 

The establishment of the Deposit Insurance Scheme in Kosovo was initiated by the CBK and 

supported by capitalizing the deposit insurance fund (DIF) with EUR 17.5 million.  EUR 11 

million has been provided by the Government of Kosovo (through MoF) and the German 

Government (through KfW) has provided EUR 6.5 million capital contribution. 

 

DIFK's main mandate is to insure deposits of natural and legal persons in each member 

institution and compensate insured deposits within thirty (30) days up to the coverage level of 
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EUR 3,000, in case of license revocation and closure of a bank as per limits and criteria 

defined in the Laws on Deposit Insurance. 

 

 

2. OBJECTIVE 

 

The main objective of this Assignment is to assist DIFK on building its operational capacities 

by establishing a robust system to ensure accurate and prompt depositor compensation in line 

with the Law on Deposit Insurance and other related applicable laws in Kosovo, which will 

maintain depositor confidence in the banking system and support operational preparedness 

and readiness.    

 

3. SCOPE OF WORK 
 

In order to achieve the project objective, the consultant shall implement the following tasks:   

 

- Design, develop and implement the Depositor Compensation System (DCS), to 

automate insured amount determination per depositor to ensure efficient 

compensation process and enable DIFK to conduct simulation of compensation cases 

together with the member banks in good times to ensure readiness in case of a bank 

failure(s).   

- Development, supply, and installation of the required software and necessary 

processing capacity (hardware) and back up processing for the primary site  

- Confirmation and development of detailed specifications as necessary of system 

functional and user requirements, and documentation of technical functionality; 

- Provision of consulting services to assist DIFK with the business aspects of 

introducing the system; 

- Development, testing, and implementation of the required application software 

functionalities; 

- Provision of comprehensive operating documentation; 

- Configuration for system participants, such as users of PAB ensuring access to the 

web-based software application (DCS), considering all branches of that bank. 

- Provision of training to DIFK staff (six), in use of administration and technical 

operations of the system; 

In general, the DCS will enable DIFK to accurately determine the insured deposit amount and 

ensure prompt compensation process and involves the execution of the following high level 

functions; 

 

i) Data Submission and Upload: This function would enable member banks or 

receiver submission of the data via secure interface (for instance SFTP or SSL 

enabled portal). The submission of the data will be confirmed by DCS as an 

acknowledgement to the member bank/receiver that data was submitted in line 

with required format and specifications.  DCS will not allow upload of data not 

meeting the standard specifications and will reject the file accordingly. Member 

banks or Receiver will re submit the corrected data.  
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 The submitted data presents the minimum data requirements (Annex D). 

These data include but are not limited to the following: a) individual 

depositor data b) data on deposit account (analytical composition) c) data 

on excluded deposit accounts d) data on overdue liabilities, e) blocked 

deposits (collateralized, etc).  

 The successful submission of the data by the member bank or receiver will 

be uploaded in DCS from DIFK IT Administrator by validating and saving 

the submitted copy.  The original submitted data will be saved separately. 

This part of the process must be traced. 
 

Adequate controls in the DCS will be established as well as among its participants 

to ensure the integrity, confidentiality and security of the data and processes. The 

controls will include, but not limited to the following: 

Secure transmission between submitting member bank(s) (or Receiver) and the 

DCS. This will take the form of using secure protocols such as SFTP or SSL to 

ensure the security of the files during transmission.  

File control procedures. Procedures will be established to ensure that the file 

submitted from the insured bank was received from an authenticated and 

authorized source within the bank, was complete (e.g. control totals), and was 

valid in terms of meeting standard data validation criteria. Detailed validation 

criterias to be developed further.  

Acknowledgement. Files received from banks will be automatically acknowledged 

by the DCS in the form of an acknowledgement report that will be securely 

transmitted back to the submitting bank. 

Database security. The database storing the data will be secured from 

unauthorized access by a combination of general controls (e.g. controlled access 

to computer facilities) and application-specific controls (e.g., access rights to read 

or update the database limited by user and role-based security). 

 

ii) Data Processing (determination of insured amount) and Generation of 

Payment file (individual and aggregated): This complex and most important 

feature in DCS will calculate and determine the compensation payment (insured 

deposit amount) per depositor. Sub-functions to be performed with the main 

output: data consolidation per depositor include 1) processing to aggregate all 

deposit accounts including accrued interest (principal first, interest second) 2) 

deduction of overdue liabilities (set-off) and 3) determination of insured and 

uninsured amount.  

 

The output of the Automatic System Verification process will be system generated 

verified Master File (1
st
 output) for payment which includes analytical data on 

deposit accounts as well as any credit account related to overdue liabilities per 

insured depositor showing the due compensation amount (insured) as well as the 

uninsured amount. This function should support Validation process in Double 

contact (this process to be used only in certain circumstances and should be able 

to be enabled and disabled, as needed).  

 

The Checking and Approval process includes the checking and approval of 1
st
 

output of the master data file for payment by DIFK staff (checking by 

Compensation Officer and approval by Managing Director). Checking will 

include system generated randomly selected sample of 5% (for 1
st
 level approval 
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by POO) whereas second level approval includes checking of the randomly 

selected sample of 2%.  

The output of this step will be approval of the Payment File (2
nd

 output) which 

includes analytical data per insured depositor showing the compensation amount 

as well as the uninsured amount.     

To ensure support of the financial stability and prompt compensation process to 

insured depositors, DIFK may decide to opt payment of compensation amount in 

two or more tranches.  The DCS should be able to support as many advance 

payments to be deducted from insured amount, i.e. the system will be able to 

allow the payment of the first tranche of for example 2,000, then second tranche 

1,000 euros for the payment of the full compensation amount of 3,000 euros.  

  

The Generation of Individual Statement/Claim Form process will entail the 

generation of the insured depositor statement/claim form (single contact) as well 

as execution of compensation payment by officers at PAB and will support 

different statutes such as: “paid” or “reclamation”.  Further statuses may be 

determined during user specification phase. 

 

iii) Reclamations/Claim (double contact): This function will be able to support the 

process of input of reclamations for disputed compensation amounts by 

PAB/DIFK staff. It will also support the filing of claim form by depositors in case 

of the double contact.  

 

iv) Customer Service: This function’s objective will be to handle customer enquiries 

used by the Call centre staff and DFIK staff. DFIK will redirect its telephone line 

to the call centre to handle calls from depositors so that DFIK staff is able to focus 

on the preparation for compensation.  The Call Centre function of DCS will be 

able to respond to customer enquiries by providing general information based on 

FAQs, querying for display the Individual statements/claim forms based on 

depositor ID’s, provide information on individual statements to the depositor and 

in cases when the depositor disputes any of the details stated in the form, re-direct 

them to the DFIK staff for further handling of the case.  DIFK staff ability to 

support inquiries will be extended with more competencies such as ability to 

display either blocked or excluded depositors and explain the reasons why, file 

reclamations, status update in DCS and give feedback to depositors.     

 

v) Reporting Function: This function as part of DCS should be flexible enough to 

produce standard and ad-hoc reports as specified by DIFK.  The reports should be 

generated and stored in a different file formats and configured based on user roles. 

This module should provide the dynamic interface ability for adding or removing 

reports. 
 

 

The functionality of system administration and security will be able to determine system–

level access and control of DCS. System Administrator of DCS will provide menu-driven 

methods to establish how the software will work for DIFK premises based on user privileges 

and access. This function of the software should include a suite of features designed for fast 

and easy management of common data and program functions. If needed extended beyond 

the common or default settings, the System Administrator module should offer advanced 

methods to set up the level of functionality that matches DIFK's business operations. 
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Project implementation will include the following phases: 

 

3.1.  Phase I –Development and Implementation of DCS 

 

 Project Management 

 System requirements (business and user specifications) 

 System architecture and design  

 Development and Testing of the System  

 Implementation of the System  

 

3.1.1 Project Management 
 

DFIK and the Consultant will each appoint a project manager who will collaborate and have 

overall responsibilty for ensuring the successful and full discharge of obligations under the 

contract. The consultant’s Project Manager will manage the whole process from user 

specifications, design and development; to implementation and maintenance while DIFK’s 

Project Manager will coordinate business decisions related to system development and 

implementation, upon approval by DIFK’s the Project Team.   

 

In fulfilling the project objective, the consultant will propose a project plan applying adequate 

management techniques to plan required activities, track progress and identify risks for 

successful implementation of the project scope. Specifically, the Consultant shall: 

 

- Develop and maintain a work plan for the duration of the contract detailing milestones 

of the project execution showing activities, sequencing and deliverables for each 

milestones; and for each milestone showing tasks, schedules with estimated duration, 

sequence, resource allocation and interrelationship of all key activities and resources 

needed to complete the contract; 

- Maintain sufficient project organisation and a management plan allocating the roles 

and responsibilities of each team member within the scope of deliverables; 

- Use adequate technologies and techniques for the control and measure of performance  

- Propose a security plan to ensure physical and information security necessary to 

complete the contract; 

- Propose adequate facilities for contract fulfilment;  

- Submit weekly progress reports on the project 

 

The Project Plan will be refined and updated as necessary by discussion and agreement 

between the DIFK and the Consultant in the first phase of project execution, during which the 

Contractor will carry out all investigations and consultative activities necessary to enable it to 

develop a detailed and comprehensive system design and specification and project the 

provisions of the Technical Requirements.  

 

 

3.1.2 System requirements (business and user specifications) 

 

The Consultant shall develop detailed system requirements, document and validate with 

DFIK in establishing user specifications requirements as a foundation. Customer requirement 
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definition (CRD) will be the main deliverable of this stage.  To fulfil this, the Consultant will 

conduct data collection and detailed user requirements through meetings, interview sessions 

and workshops with users in their corresponding domain. The scope of these sessions and 

workshops shall cover collection of information needed for the specification of detailed 

design for DCS, establishing detailed specifications in line with expectation of each DCS 

function, identifying the business processes that require re-engineering and documenting the 

scope of the project. Any changes to the agreed CRD will require written approval by DFIK. 

Hardware Requirements 
 

The Contractor shall evaluate the overall requirements of the target solutions and shall 

include in the proposal accordingly sized hardware to satisfy the needs for a fully functional, 

highly performing and highly available system. Also this may satisfy needs for system 

backup and restore, redundant and reliable access to Internet and secure infrastructure for 

access by participants of DCS. Cost proposal related to hardware should be offered as a 

separate item. 

 

The preferred server infrastructure is a virtual environment, when feasible, to allow for server 

consolidation, high availability, fast recoverability, scalability, and optimal usage of 

resources. Standardization on server brand, server type and model is preferred. Basic 

recommended features of the proposed server shall be as follows, but not limited to: 

 

 Hot swap redundant power supplies with redundant power inputs. 

 Hot swap redundant cooling fans. 

 Hot plug, redundant system disk drives. 

 Processor  sizing  shall  be  chosen  based  on  the  specific  requirements  of  the 

application running; however configuration shall be a minimum of two quad-core 

processors based on the latest stable technology in the market. 

 HDD Support minimum 7200 RPM 

 Support for a minimum of 32GB of RAM. 

 Support for a minimum of two Gigabit Ethernet ports. 

 Availability of web-based remote management. 

Plan for the Disaster Recovery and Business continuity   

 

The Contractor shall develop the plan for the disaster recovery and business continuity for 

DCS enabling DIFK to build the capacities in future. The disaster means the event in which 

primary site and its back-up is not functional. 

 

 

3.1.3 System Architecture and Design  
 

The Consultant shall develop high level and detailed analysis of requirements for the solution 

based on the established CRD. 

 

- System Architecture: High level complete design solution of DCS (software and 

hardware), including schematic diagram to show end to end design.       
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- DCS software design: This will provide detailed design for each DCS component 

including minimum data requirements based on DIFK’s specific format, files format, 

detailed report specifications etc. user interface (forms specifying process flows),  for 

all software functions to be developed by developers.  Prototypes to be elaborated as 

part of this milestone.  

- DCS hardware design: Provides detailed design of necessary hardware to enable fully 

functioned DCS and completion of the contract.   

 

3.1.4 Development and testing of the system 

 

The Consultant shall complete the development and testing of the system based on definition 

of requirements, system architecture and design, as an “executable version”. The “executable 

version” includes the complete system installation and configuration in quality assurance 

“staging environment”. The staging environment will be used for testing purposes and will be 

maintained throughout the project configured identically to the production environment 

which includes needed hardware to temporarily host this environment before migrating to 

permanent environment in the DIFK.  The executable version will be pre-tested by the 

Consultant before its testing with DIFK.  

 

 Additionally the Consultant will develop detailed test plan (test scenarios) with procedures 

and necessary steps to be taken completion of the tests in order to test the performance, 

compliance with all requirements and usability of DCS. The testing will include all aspects 

and features of DCS under different test scenarios. The system will be free of defects. In case 

of defects the Consultant will make the necessary improvements.   

 

The Consultant will provide training/support and draft user manual to enable successful 

testing jointly with DIFK staff and outsourced partners: PAB and call center. In case of errors 

and defects during the testing phase of the executable version, the Consultant will implement 

the necessary changes to achieve fully functional DCS.   

 

The testing processes shall follow industry-proven methods for developed 

applications/modules (when applicable) such as, but not limited to unit testing; stress testing; 

submission/upload of data testing; inter-module testing;  usage testing of software and 

hardware; 

 

The acceptance tests shall verify satisfactory performance that all developed features and 

functions operate properly and are accessible.  

 

 

3.1.5 Implementation of the system (includes simulation of compensation case) 
 

During this stage, the Consultant will configure and install the final executable version. As 

part of the implementation of the system the simulation of the compensation case will be 

conducted. DIFK and the Consultant shall simulate the compensation case in testing that all 

requirements are met and proceed with final implementation and acceptance. The Consultant 

shall include in the work plan a detailed implementation plan that includes all requested 

deliverables. This implementation plan will also include a deployment plan in live production 

environment which will include the following aspects, but not limited to: organization aspect, 
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networking and storage infrastructure, back-up solution, installation and configuration of 

application to end users.  

 

The Consultant will provide to DIFK a final user manual to enable successful final testing 

jointly with DIFK staff and the outsourced partners: PAB and call center.  Throughout the 

final testing, the Consultant shall correct and re-test any defects. DIFK shall accept the DCS 

only when it is satisfied that all modules comprising the system are properly and completely 

operational and that all necessary development is completed before the system is accepted. 

The criteria for acceptance will include i) system performance consistent with agreed 

specifications, ii) satisfactory completion of the agreed-on training programs for users and iii) 

a demonstration during failure simulations that the system fail-over capabilities, backup, 

restore and support operations are functional.  

 

Satisfactory performance will mean that the software application, data and system associated 

features and functions perform to a high level to ensure prompt and accurate reimbursement 

of insured depositors. 

 

 

3.2 Phase II- Guarantee (12 months) and System Maintenance (24 months) 

 

3.2.1 Guarantee: Operations for DCS 

 

Prior to starting production operation, the Consultant shall warranty that the System is free of 

defects for the period of one year. During guarantee period the Consultant shall ensure 

operation of DSC free of any errors or defect and will maintain all system at no cost to DIFK 

including warranty on repairing equipment’s and labour on fixing software errors. This shall 

include any hidden defects not identified or fixed until the final acceptance testing of DCS by 

DIFK. 

 

 

3.2.2 Maintenance 

 

The Consultant shall provide maintenance for the system and support service for a period of 

two years. At all times during the contract implementation, the Consultant’s solution shall 

meet the Service Level Agreement (SLA) and performance standards described in the 

proposal.  The parameters for the SLA for the implementation, guarantee and maintenance 

period will be specified by the Consultant in the proposal. In any case, the SLA proposed by 

the Consultant for maintaining and supporting this application and the environment where it 

is deployed, should have a TAT (Turn Around Time) of 5 hours, and onsite assistance 

guaranteed within 2 hours for issues classified as Medium-High Priority.  

 

For the duration of the maintenance periods, the Consultant shall perform the following tasks: 

 

- Monitor and maintain the System hardware and software, ensuring that adequate 

service levels. 

- Monitor and maintain the security of the System. 

- Correct defects identified by the DIFK.  

- Respond to and resolve operational problems within specified turn-around times. 

- Make functional changes to the System as requested by the DIFK.  
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o Such changes shall be communicated to the Contractor via a Change Request. 

Within 7 days of the receipt of a Change Request, the Contractor shall prepare 

a firm fixed price estimate to develop, test and deploy the requested change 

into the System. 

o Upon approval of the DIFK, the Contractor shall develop, test the change and, 

with the final approval of the DIFK, deploy the change into the production 

system. 

o Any defects introduced into the System as a result of a Change Request shall 

be fixed, tested and deployed at no additional charge to the DIFK. 

- Prepare and deliver Monthly Status Reports to include: 

o Service Level Metrics (e.g., availability, network reliability, outages, 

downtime, recovery, disaster recovery) 

o Outstanding and corrected defects 

o Change requests received and completed 

o Problem reports 

o System usage reports (number of users, data volume, CPU utilization, etc.) 

- The Consultant shall provide experienced and qualified support personnel to handle 

the support services and corrective maintenance for 24 hours per day, 7 days a week 

using Phone, Email or any other platform required to put the requests in by client. 

 

 

4. DELIVERABLES 
 

The DCS as a turnkey web-based software solution should meet the following minimum 

requirements: 

 

- A web based real-time software solution able to cater for simultaneously more than 

one compensation case with scalability to handle a large number of deposit accounts 

(for example 1 million deposit accounts).    

- Support single and double contact compensation process. Double contact includes the 

claim function which handles filing of depositors claim(s) to be used by PAB, DIFK 

staff.      

- Support payment in tranches for a single compensation case i.e. payment of insured 

amount of 3,000 euros in two tranches.    

- Allow adding depositors and support reclamation process as well as disbursement of 

due compensation amount to authorized third party. 

- The DCS should be built to be scalable to support the sufficient number of end users 

i.e. minimum 100 (calculated on the number of branches of one PAB using with 2 

officers per branch) user located different PAB branched throughout Republic of 

Kosovo.  The users of DCS are: DIFK staff, PAB, Call Centre and Receiver.   

- The DCS should have the “help” menu to be accessed by all users on relevant 

manuals, documents and template forms according to their roles and privileges 
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5. IMPLEMENTATION ARRANGEMENTS 

 

- The Consultant will provide the software user-interface as well prepare and hold the 

software training and user manuals in English, Albanian and Serbian Languages.  

 

- The duration of the assignment will be 6 months with a 12 month guarantee period 

and additional 24 months of on-going maintenance. 

 

- The timetable/work plan for the project will be discussed and agreed between the 

consultant, Client and EBRD. 

 

- DIFK will make available appropriately qualified members of its staff to work in 

close co-operation with the Consultant and will provide access to the sites and data 

necessary to successfully complete the assignment.  

 

- The Client will also provide a suitable working environment (office space, office 

equipment and connections) and will support the Consultant with the practical 

implementation training (organising venues, administration, etc.). 

 

- The Client will also provide access to all relevant information, studies and data etc. at 

no cost to the Consultant. 

 

- The project will be managed by DIFK and closely monitored by the EBRD team who 

will be in close contact with the Client and the Consultant.  

 
Progress Meetings 

 

The two Project Managers will hold regular formal progress meetings on needed basis. These 

meetings will be used to consider progress to date, agree actions to be taken to resolve 

problems and update the project plan as necessary.  
 

 

User Group Meetings 

 

User working groups will be established as deemed necessary comprising of representatives 

of all involved Project Teams, participating member banks (PAB) and other institutions as 

applicable. 
 

 

 

6. REPORTING  
 

Progress reports 

 

Throughout the project, the Consultant’s project manager will submit to the DFIK’s project 

manager in weekly progress report covering: 

 

- Results accomplished during the preceding period 

 

- Any deviations from the agreed and finalised project plan, corrective actions to be 

taken and proposed revisions to the project schedule 
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- Other issues and outstanding or potential problems and proposed actions 

 

All reports and project updates must be provided in both Albanian and English languages.  

 

The reports will be presented in electronic format prepared in popular software (MS Word, 

Excel, PDF) without password protection and should contain a proper balance of textual and 

graphic information (charts, tables, diagrams etc.) as necessary.  
 

 

7. DONOR VISIBILTY 

 

The Donor providing funding for the project requires adequate visibility for its contribution. 

The Consultant shall properly illustrate donor support during the assignment and collect 

evidence of donor visibility, such as proper presentation of donor support in media coverage, 

official notices and press releases, reports and publications referring to the project. The final 

report shall detail the ways in which the donor’s visibility requirements were adhered to.  
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Annex 1 

 

Requirements and Features for DCS    

 

The solution for DCS should build based on best international practice and be consistent with 

the following principles: 

 

Principles of DCS System Requirements 

 

 Have a high level of usability with a common “look and feel” achieved through a 

standard graphical user interface (GUI), i.e. the system should have the simple and 

user friendly  interface 

 Comply with industry standard to allow access through VPN of different participants, 

and expanded by either functional module or capacity;  

 Configure of the systems for access of all DCS users in different physical locations; 

 Provide full audit trails for all activities within the system 

 Have high levels of trustworthiness with particular emphasis on data integrity and 

security, particularly preventing unauthorized access and assuring 100% data 

accuracy; 

 Have very high levels of service availability which will be assured through 

demonstration, rigorous testing and a robustness; 

 Offer automation of processing with full exception and summary control reports for 

DIFK and for participants notifications only; 

 Be configured such as to process the expected workload in terms of throughput 

capacity and response times, making software to be adjusted for scale for future 

growth in transaction volumes. 

 Access to application’s data and functions is limited based on user’s roles and rights 

meaning that only authenticated and authorized users will be able to 

view/create/modify data and/or call specific functions. Events and exceptions are 

logged so the administrators can review them later on. 

 All accesses to the system, transactions handled by the system and changes affecting 

access controls, system parameters, directories and similar control and integrity 

functions should be logged and reported to DIFK operators, and be accessible for 

authorized retrieval and analysis, on a real time basis. It must not be possible to alter 

in any way the contents of any audit log; 

 Application will be optimized in every layer to satisfy user’s performance 

requirements; it follows latest security standards, patterns, and practices to ensure the 

overall security of the system, it is easy to use – user friendly and, it supports multiple 

languages (Albanian, English and Serbian). 
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Operational features 

 

 The following high level operational features should be: 

 Allow IT authorized personnel to change the business process flow through the setting 

of parameters in process control tables; 

 Provide online access to and reporting of historical records without compromising 

response times; 

 Real-time audit and activity reporting; the number, frequency and source of  

transactions (including invalid); 

 Provide online, context sensitive help for all users and operator functions; 

 Operation of all software components should be automated as far as possible, with 

controls to assure successful completion of each process as a condition for initiation 

of subsequent processes; 

 Enable automation of real time processing with appropriate security procedures and 

exception and summary control reports; 

 Be operationally resilient, with high levels of local recovery supported by an 

appropriately configured back-up installation and a smooth cut-over; 

 

Integrity features 

 

The following high level integrity features should comprise: 

 

 Financial integrity checks to ensure that ‘value in = value out’ at all times and that the 

entire system can be reconciled with high level accuracy at any time; 

 Processing integrity checks to ensure that ‘number of financial items in = number of 

financial items out’ at all times and that each processing procedure can be reconciled 

to at any time; 

 Consistent and regular reporting for financial processing, security logs, calculated 

settlement positions, gross and net settlement values, batch and file numbers 

processed etc. which can be reported both locally and centrally to prove system 

integrity and complete system-wide reconciliation; 

 Encryption of all data flows; 

 Security of messages with a high level of message authentication, data integrity, and 

confidentiality; 

 A very high level of availability and reliability; 

 Guarantee of no data loss either in transmission or after a failure. 

 

Validation Controls  

 

Validation controls must include, but will not be limited to: 
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 Validation of individual transactions of all types; 

 Validation of deposit data mandatory fields; 

 Other flexible and tailored validation routines. 

Bidders should describe high level validation options offered by their proposed solution.  

Access controls 

 

Access to all parts of the system must be restricted to authorized personnel or systems by 

means of strong system and user authentication.  

 

 The system should support a hierarchical user structure, such that at each participant 

(and also in the DIFK’s operational area) there can be a local administrator with 

certain additional rights (e.g. for password reset); 

 Separation of duties must be strictly enforceable for all sensitive functions (based on 

internal controls); 

 All accesses must be logged to include system identification, user identification and 

the time of each access in order to provide a clear audit trail for review in case of 

accidental or deliberate violation of security controls; 

 The system must enforce sound password management, that includes: enforcing the 

use of ‘strong’ passwords; forced expiry of passwords at parameter-defined intervals; 

disablement of accounts after a parameter-defined number of unsuccessful log-in 

attempts; and not permitting the re-use of a parameter-defined number of previously 

used passwords; 

 Application must be logged off automatically if idle for more than a specified – but 

variable – period, to prevent access by unauthorized third parties if left unattended. 

 

System users   

 

The users of the DCS system will be DIFK staff, officers at the PAB, agents at the call center 

and Receiver/Member Bank (See Figure 2 below). DIFK staff will be the main users of the 

DCS in charge for the management of the whole compensation process.  Member 

Bank/Receiver will submit the data files in DCS based on the format and specifications of 

DIFK. PAB and its officers located in different branches throughout Kosovo will perform the 

disbursement of the compensation amount after the validation of depositor’s identification 

and ownership based on payment file.  PAB officer will access DCS. Call centre agents will 

respond to general enquires from depositors by accessing DCS to retrieve depositor 

information (based on payment file) and provide answers.    
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Figure 2. High level DCS System environment and its users 
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